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ABSTRACT

Home automation and control systems as basic elements of smart cities have played a key role in the
development of our homes environments. They have a wide range of applications in many fields at home such as
security and monitoring, healthcare, energy, and entertainment applications. The improvement of humans’ living
standards make people keep trying to delegate many of their needs to a home automation system. Such a system
has been built with capabilities of predicting what the user intends to do in smart home environment. However,
there are many issues that need more investigation and solutions, such as: 1) many researches adopt a specific
application without integrating different varieties of applications in one environment, 2) there is no study tries to
show the real effect or even evaluates the implementation of predicted actions that have been established via
homes intelligent gateway, 3) there is an interoperability issue due to using different kinds of home applications
that have different protocols for message context. In this proposal, we will describe a new approach of an
intelligent self-adaptive system that can precisely monitor a stakeholder behaviors and analyze his/her actions
trying to anticipate a stakeholder behavior in the future. In addition, we will evaluate the real effect of a
predicted actions after implementing them by an intelligent gateway in a simulated home environment. The
principle behind a prediction process is presented by analyzing a sequence of user’s interaction events with
heterogeneous, and distributed nodes in the environment using an intelligent gateway. Predicting next
stakeholder action can be process using certain analytical algorithms. The main novelties in the proposed
approach are threefold: 1) Developing a learning technique which is embedded in an intelligent gateway to build
a model of users’ behavior and interactions to balance the needs of multiple users within a smart home
environment. 1) Presents a novel visualization model for a home area network (HAN) based on a degree of
centrality criteria, that helps an enterprise companies like Amazon, Google, Microsoft, and Xively to understand
the most important services of their customers, 111) The proposed system shows a high level concept of how we
can design an intelligent self-adaptive system in home environment that has the capability to provide stakeholder
with local services, and to support a use of 10T paradigm concurrently.
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l. INTRODUCTION home that has been seen for the first time in the United

The new developing technology that we can
see every day in computer, network and control
systems make a huge change in our daily life
especially with the exciting Internet Services.
Therefore, Internet of Things plays an important role
in managing home sensors, actuators, and devices.
Any device or a piece of equipment such as
multimedia, lighting, and control devices, can be
connected to the home network to present new
advanced services to the stakeholders.

A secure environment, an efficient
comfortable data collecting system coupled with many
services as data manipulating, in addition to a
communication system and device automation were
the significance of the idea in the design of smart

States of America [1].

Nowadays, the definition of a smart home is a
home that has different subsystems that are connected
together and use their stakeholder’s information and
database management. This platform make use of the
connected network cabled to a computer to manage
the data. In addition to that, new smart homes try to
serve the stakeholder with many control capabilities
from inside or outside the home. Such services include
exchanging the information smoothly, mediating
stakeholder lifestyle, arranging the schedule for work
in the calendar, managing the security and saving
money through optimizing energy consumption [1].

We can say that the new smart homes are
typical module for the Internet of Things which
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presents a very interesting field for both the academic
framework and the world industry. Figure 1, shows
that the Internet of Things (1oT) has four application
domains which are classified according to the type of
network coverage and availability, scalability, in
addition to user interactions. It also shows that the
home environment is one of the loT classified
applications, which actually represents a typical
example of IoT technology. The figure shows how
much the domains are interconnected using the

Internet, which enables the sharing of data between
tremendous providers in a smooth way to create
different business opportunities [1].

Basically, the loT framework consists of
many wireless sensors and actuators in the smart field.
These nodes play an important role in controlling and
optimizing intelligent buildings and even smart
greenhouses. In another words, using distributed
nodes of sensors and actuators in the home
environment in addition to an
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Fig. 1: Internet of Thing Schematic showing the end user and application area based on data [1]

Optimized data management system will be
done under the scope of IoT principles. Nowadays,
almost all the system that are based on IoT supplied
services gets much attention from the researchers and
to the very big companies like Google, Amazon,
Microsoft, Xively, and many more. I0T plays an
important role in monitoring anything, anytime, and
anywhere. As a result, such a system can precisely
monitor the stakeholder behavior and evaluate the
action trying to anticipate the user behavior in the
future, such as monitoring elderly people in a healthy
environment [2].

1.1 Smart Home Definition

Many of the scientific community do not give
a precise definition about the smart homes, since some
authors are not satisfied about the elements which can
be part of smart home, so what can be used to easily
classify this term from another. L.C.D. Silva et al. [3]
define smart homes as a home-like environment that
possesses ambient intelligence and automatic control.
This means that a smart home has the ability to react
with the stakeholder and to give different types of
services classified into four types: security based
services, energy efficiency based, health-care based,
multimedia and entertainment based smart homes [4].
In [4], the researchers give another idea about smart

homes as The backbone which will enable the
management and the control of different areas of a
residence, binding four pillars of human livelihood
inside a house: comfort and welfare; physical integrity
and facility safety; rational management of domestic
energy equipments; and the possibility to provide
healthcare services to its inhabitants. The authors add
that the important thing in this term is communication.
Communication should be established in an easy,
cheap, trusted way with a robust communication
structure. So, a further definition for smart homes says
Smart Home can be defined as a concentrator and
discriminator of information and service. Both
information and services try to provide a gateway to
outdoor world services such as a smart grid side by
side within the ability to provide indoor services or
local functionalities to improve the level of life
quality. Such a gateway will open a wider space of
services by sharing the managed local information
with the foreign services like smart cities.

1.2 Smart Home Services
1.2.1 Home Application Areas

In the last decades, smart homes have been a
very interesting field for researchers. Many of the
studies were on how to monitor and control different
zones in one home. The classification goes to four
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different areas of interest, which include Security,
EnergyEfficiency, Heath Care, and Entertainment [3].
The Functional Organization of the smart home
system as shown in Fig. 6 introduces four main
categories of applications that have been supported
through the building of a smart environment in our
homes. It shows how each sensor, actuator, and device
(nodes) in the designed system can be classified
according to its functionality. For instance, we can see
that the security box has many security nodes which
have a similarity in its functionality like entry door
sensors, motion sensors, smoke sensor, and CCTV.
The healthcare box has the nodes that are concerned
about personal health, in addition to elderly or
disabled people. All these boxes are connected to a
gateway.

Many researches present the functionality of
the smart home gateway as an interface component to

collect, monitors and notifies the stakeholder about the
state via specific communication technique as
presented in [4], [5], [3] [6]. Further development has
been proposed to not only monitoring the status but
also to implement the received order that been
initiated by the stakeholder himself for a current status
via gateway as mentioned in [7], [8]. However, the
smart gateway that has been presented by many
researchers, should be designed to do a lot of work on
behalf the user. These activitiesmay include but are
not limited to keeping track of devices, analyzing the
data, and visualizing it in the form that makes it
easy for the user or a proficient partner in the
application layer to monitor the status, then personally
control the state of any nodes as needed to the
preferred values.
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Fig. 2: The Functional Organization of the Smart Home System

1.2.2 Prediction via Smart system

In general, the modern technology, which
develops very fast, makes people delegate many of
their needs to smart machines. These machines are
focused to be built with the anticipating capabilities to
predict what the users intend to do in certain
environment like a smart home. In [9], the authors
indicate that ” The more complex the operating system
is, the more it is expected to do on behalf of its users
”. For that reason, many researchers use the artificial
intelligence that involves many techniques. This
technique may include analyzing the user actions from
the database then do some stochastic operations trying
to predict the next user action.

So the smart homes must be an adaptable and
dynamic intelligent system, which means the need to
adapt to the stakeholder’s lifestyle, anticipate their
next activities to optimize the direct interface between
the user and the home appliances. Knowing the

lifestyle of a particular user in a home requires precise
knowledge about the history of appliance usage for
each state in the entire environment. There are many
methods to anticipate the user’s future actions like
intelligent Human Computer Interaction (HMI). The
principle of the prediction process is studying the
sequence of interaction events to generate the next
predicted user action or state [10].

In this paper, we formulate the objective of
our work to:
e Design an integrated system that we call the
Butler, to coordinate and control sensors and
devices within a smart home to satisfy the user ’s
requirements and behaviors.
Learn the behavior of different users as they
interact with devices to build a model of user
activity within the smart home.
Determine the relationships between
heterogeneous smart nodes and user’s behavior.
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Utilize an agent-based system to provide
interoperability =~ between  subsystems  and
components so that the full range of applications
provided by the Internet of Things can be
effectively integrated with the smart home.
Utilize cloud-based storage of activities to
enhance long-term analysis of user behaviors.
Manage resources such as water and electrical
energy to minimize waste, and increase
efficiency.
Integrate security and privacy of user data
throughout the system.
Simulate the system ’s operation to demonstrate
how the Butler will perform the tasks it was
designed to achieve. This will be accomplished by
demonstrating how the system will carry out a
range of typical scenarios that are based on the
behavior of a single individual or multiple
individuals.

In summary, the paper makes the following
contributions.
Design an integrated system that learns user’s
behavior and then manages the components of a
smart home by controlling devices and
subsystems to anticipate user’s needs.
Develop learning techniques to build a model of
user’s behavior and interactions to balance the
needs of multiple users within a smart home
environment.
Develop a simulation of the operation of the smart
home to demonstrate how the user’s behavior can
be modeled, and how the various components and
subsystems can interact to achieve the user’s
needs.
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Present a novel visualization model for each
subsystem in the network based on the degree of
centrality criteria.

The rest of the paper is organized as follows.
Section 2, discusses related works. Section 3,
describes our novel design for intelligent home
automation system based on 10T design pattern.
Section 4, discuss the implementation and result.

1. RELATED WORK

By 2025, Internet nodes based on loT
application domains and related applications as shown
in figure 3, reside in everyday things such as food
packages, furniture, paper documents, and many more
[11]. The solution to interface such huge number of
things is to design a gateway that has the ability to
communicate with all heterogeneous devices that have
different communication technologies. Control4 by
Control4, home gateway by STMicroelectronics as
mentioned in [11], are good projects which enable the
stakeholder to monitor the devices at home. They also
add the capabilities to remotely control any managed
device in home. Therefore, this gateway nowadays, is
the basic element in the 10T principles to enable the
second step in which virtualize every device in the
cloud, finally is to apply many analytics using
different analysis applications and platforms to
manage and optimize the use of the devices in the
smart home environment.

Furthermore, a wide range of research
proposed on the design and development of smart
homes has been carried out in the worldwide by many
researchers. Systematic literature researches have been
followed, in order to study the existing systems.
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Fig. 3: 10T application domains and related applications [11]
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In addition, there are ongoing researches,
which investigate the exploration of the intelligent
home monitoring systems to determine of Energy
Optimization, Health Monitoring, Entertainment, and
Security.

Integrating the four classified applications to
construct a general framework at smart home
environment has been proposed by Mendes at el. as in
Figure 4. This framework uses a local communication
infrastructure that consists of two main components;
the first one is a Home Area Network (HAN) that
divided to Body Area Network (BAN), Personal Area
Network (PAN) and WirelessSensor Network (WSN);
while the second part is a Home Gateway(HG), which
has been represented as a M2M interface. The authors
indicate that the HG represents a universal multi-
purpose device, which assures the interoperability
between different types of a home applications. In

other words, the gateway plays an important role to
process the verity in data type, in addition, it connects
the home’s inner infrastructure to the outside world.
The outside world is represented by Cloud, where the
collected data is being forwarded to, beside the data
classification and processing for further aims. The
system presents a good approach based on smart cities
platform; however, the stakeholder stills need to
interact with devices manually. The second issue is the
complexity of M2M gateway, that is needed to
interface all diverge services’ platforms by saying”
M2M wireless networks can help to increase the
production and efficiency of machines and to improve
the safety and reliability of complex systems but the
main concerning issues in these M2M service
networks come from the vertical fragmentation and
complexity of M2M markets” [3].
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Fig. 4: Smart home devices accessed through global network frémework[S]

I11. SYSTEM DESIGN

Our proposed system as shown in Figure 5,
tries to enhance the design of the smart home
environment by introducing a novel approach
represented by using a smart agent for each
subsystem, a storage agent with the cloud for backup
data with an enterprise analysis, and the central
intelligent agent (Brain) that connects all the

components of our proposed system in a one unique
design approach, that we call the BUTLER. The idea
behind this design is to present a novel approach of
personal assistant in the home. Comparing to Figure 6,
the intelligent agent represents the brain of the home
assistant while the subsystems and its related agents
represent the human sense.
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The following paragraphs discuss the
necessary steps to present our intelligent system.
These steps include the requirements analysis of the
system, system design, the architecture design, finally
the implementation of the system via NetLogo
simulation program.

3.1 Requirement Analysis

The requirements of the entire system are
divided into two major ones, which are the stakeholder
requirements and the system requirements. We explain
each of them in detail as follows:

3.1.1 Stakeholder Requirements

These requirements simply show what the
stakeholder wants to achieve through the use of the
system, like delegating most of the user needs to the
automated system, which may include but is not
limited to:

a. Providing a secure environment to live in against
burglary using the surveillance which will be 24/7
by monitoring the outdoor and indoor suspicious
activities.

b. Providing immune environment against fires,
smoke, and carbon, gas leak, bursting pipes, leaks,
and floods.

¢. Having the lighting system be fully monitored and
controlled via the system.

d. Monitoring and controlling all the appliances in
home and providing the appliances status at any
time.

e. Knowing the current weather status, and weekly
report about the weather and future concerns such
as storms and hurricanes.

f.  Monitoring and controlling all the multimedia
devices in home with all the available capabilities
that are provided by the devices.

g. In case of handicapped people, having the system
understand what the user intend to do by helping
them to do that.

h. Optimizing  electrical ~ water  resource

consumption to reduce both electrical and water bills

3.1.2 System Requirements

From the section above, we can conclude that
the system should have the ability to interface with
any electrical and electronic device in the home. It
must be capable to communicate using a verity of
different standard communication protocols to provide
interoperability. It is easy to maintain. In addition, it
has the ability to collect the data from the environment
at any time then analyze this data to make a decisions
depending on similar hypotheses from previous rules.
In another words, the system has the ability to self-
learn, be autonomous and adaptable to any change that
could happen by user behavior in any time at any
place in home. So the system tracks the behavior of

each user, stores and retrieves the behavior to/from the
short (Local) term memory and long (remote) term
memory in the cloud. Finally, the system should
provide different types of user interfacing like, touch
screen unit, microphone for voice command, internal
speaker, and have the ability to send/receive SMS or
MMS to provide more reliability to the designed
system.

In the following paragraphs, we start building
our proposed system through the discussion of what
each part of the system should do to meet the
stakeholder requirements. Referring to Figure 5, the
design shows all the necessary components of the
system which includes subsystems, agents, and
Intelligent Agent (1A). Each component has its own
independentrequirements. To make it easy to
understand how the entire system requirements satisfy
the stakeholder ’s requirements, we prefer to start our
discussion with each subsystems requirements, then
the agents’ requirements and ending with the
intelligent agent requirements that represent the brain
of the proposed system.

3.1.2.1 Subsystems Requirements: The subsystem
may contain different kinds of nodes like sensors,
actuators, and devices. Because each subsystem deals
with specific kind of nodes, the requirements for each
subsystem will differ from the other subsystem. The
following paragraphs briefly discuss two subsystems
requirements as an example of an independent system.
1)  Security and
Requirements

Each kind of security sensor has its particular
use among other sensor for example, motion, smoke,
window break sensors. So, the security and monitoring
subsystem should provide a secure and safe place for
the resident to live in through monitoring and
controlling these kinds of sensors. Thissubsystem
plays an important role in the entire system because it
affects the work of the other subsystem indirectly as
discussed later.

Monitoring  Subsystem

2) Lighting Subsystem Requirements

This subsystem contains both indoor and
outdoor lighting components that are connected to the
lighting subunit. The main functionality here is to
monitor and control all theconnected nodes within the
subunit, then send the status or receive a command
using the lighting agent. As a result, this subsystem
gives the 1A the ability to manage all kind of nodes in
the easiest way to provide a much more convenient
environment and energy efficient use if we compare it
to the standard lighting system in our homes.

3.1.2.2 Agent Requirements: Figure 5 clearly shows
that every subsystem has its independent agent. These
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agents play a very important role between the
subsystems and the IA in the center. It’s simply
represents a context information layer where a context
model created using some context modeling
technique, such as Key-Value, Mark-up Scheme, or
Logicbased. It provides a uniform representation of
nodes’ context information to the IA; therefore, each
agent works as an interpreter residing at this layer. In
general, the common requirements for each agent
should be as follows:

1) Communication with Subsystems

a. The communication can follow any standard
communication protocol, with the most common
protocol in the market like weave, X10, ZigBee,
and Bluetooth.

b. The communication protocol type that the IA
follows will depend on the subsystem’ preferred
type of communication protocol. So every

communication between the 1A and its subsystem
are completely independent of what other
subsystems have.

2) Communications with 1A

a. The communication can follow any standard
communication protocol, by using the most
common wired/wireless protocol in the market
like weave, ZigBee, and Bluetooth.

b. The communication between the IA and all the
agents should use a unified context messaging
protocol for creating the message context
(Context aware message protocol). So all the
agents should follow some necessary steps to
construct a unified messages contents to be send
after that to the IA. Which implies that there is a
filtering process for these data, which discussed in
the following point.

Lighting

Appliances

Intelligent

Agent

2

Weather
Micro Station

&
$
&

Watering and
Irrigation

Cloud

Fig. 5: The Intelligent Home System Design (Project BUTLER)

3) Filtering of input data and/or input events

a. The filtering done on the agent is based on what
the 1A needs.

b. Use a time-based process to record the data/status
of connected devices in certain log files.

c. After collecting a large amount of input data or
input events from a subsystem, the agent should
try to filter the data to get some information from
this data.

d. Send the observed information (change in the
event) to the IA using the unified context
messaging protocol.

e. When transferring a large amount of data, this
agent should communicate with another agent
(Storage Agent) that receives a series of raw data
and transmits it to the cloud to be stored,
classified, and managed when it necessary.

4) Security for communication

a. Each agent plays like a firewall between the 1A
and subsystem.
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b.

When the agent reports a new information
message to the IA or receives a new command
from the IA, this agent should use its own
subsystem address and A address.

When the agent reports data to the 1A, this agent
should use its subsystem address as a source
address and the storage agent address, not the 1A
address, as the destination address.

The collected data should follow one direction
when transferring the data or status to the cloud.
Has the ability to receive any order from the 1A
and respond back using push command services
or pull command services.

3.1.2.3 Intelligent Agent Requirements: As
mentioned in the previous paragraph, the IA
represents the brain of the entire system and plays an
important role for our design. Many functionality has
been delegated to this agent like performing reasoning
process over predefined rules in addition to decision
making process to generate new rules according to
context information and related output action for
current status; therefore, its requirements will be
distributed to several points as follows:

Fig. 6: The Five Sense Organs in Human Beings [12]

1. Communication with 1A/subsystems

a.
b.

The 1A should work as a central unit in the home.
It records and monitor the user behaviors or
external behaviors like weather behavior.

The communication between the IA and
subsystems should be done via a specific agent for
each subsystem. Therefore, each subsystem has its
own agent that is completely isolated from other
agents from other subsystems.

The IA should specify the 1A effects on its
working, which means that the agent should do
the filtering process based on the IA needs. For
instance, the 1A needs to know when and what
any change of status is that happens to the current
status of any sensor, actuator, and device. The 1A
does not care about the continuing reporting of the
light, as an example.

It should have connected to all the subsystems by
using a different standard communication
protocol via the agents.

The 1A should use some security protocols like
(Private /Public Keys) to secure the connection
between the IA and the agent, so the IA should
have its own Private Key and each agent has its
own Public Key.

The 1A should have the ability to communicate
with each subsystem ’s agent using a standard
language protocol.

h. It should follow the same context messaging
protocol (Context aware messaging protocol) to
all the agents from different subsystems.

2. Learning User’s Behavior Patterns

The 1A should have the capabilities of self-
learning, in addition to the capability of adaptation.
These promising specifications are very important in
our research and highly promises a better interaction
between the users and the 1A (Man-to-Machine), and
between the IA and the subsystem (Machine-to-
Machine) technique. The M2M technique presents an
integral part of the Internet of Things and Smart
Cities. Therefore, modifying the existent rules or
creating a new one depends on the current status. If
the current status already exists in rules, then there is
no need to modify any rule. If it is not-the 1A cannot
find the rule for that status in the log file-then, a new
rule will be created by the 1A to enter the rule log file
as a new fuzzy rule. Building the rule depends on user
behavior or external behavior. In both cases it means
that the IA should track any change in the event
(Event Tracking). These modifications in rules are
necessary for the entire system and produce an
intelligent system which is capable of predicting both
the explicit and tacit knowledge from both short term
and long term learning phases.
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a. Record user activities in specific log files for
further analysis, like making new rules or
modifying old rules.

b. Provide context awareness capabilities.

c. Make decisions and prediction based on past
behaviors and new inputs.

d. Provide different priorities according to the type
of status and users. For example, some users have
a higher privilege level than others or some event
is more important than other changes.

3. User Interface

a. The 1A should have several user interface
techniques. These techniques include audio,
visual, gesture, authentication, and configuration
by the owner. As an example, the IA will execute
a new command made by a defined user via
listening to any wvoice command or touchable
keypad command via IA ’s display unit.

b. Provide voice, face, and gesture recognition
techniques.

4, Storage of data from long-term and short-term

activities

a. The storage memory has enough capacity to
record the data that comes from long-term and
short-term activities.

b. Backup data is used to save the data and
information in log files in one of the common
cloud servers in the web.

3.2 System Design
3.2.1 The Overall Design of the System

To manipulate all these requirements, the
design of the system will consist of eight subsystems
in addition to the central Intelligent Agent Unit shown
in Figure 5. Each subsystem has different kinds of
sensors, actuators, and devices which we call
"NODES’. For each subsystem, all the nodes should
be connected to the subunit of that subsystem. For
example, the Multimedia Subunit connects all the
multimedia devices in the home. In addition, every
subsystem has an independent agent. This agent plays
an important role in communication between the
subunit and the central Agent (IA). Every agent can
communicate with its subsystem using the same
message language protocol that this subsystem uses.
The language protocol between the 1A and all the
agents will be the same whether the communication
protocol is wire or wireless. The central 1A connects
all the subsystems as one network, which is shown in
Figure 5. This IA, as we compared to the Five Sense
Organs in Human Beings in Figure 6, represents the
brain of the automated system that continuously works
to track the user’s behavior by saving the information
in the database, minimizing then analyzing the data to
get the information. After producing some information

about the preferences of user, the next important point
is to predict the user’s needs and act on behalf the user
himself/herself to do the delegated action.

Now, to know how the specific design that
discussed above meets the system overall requirement.
Figure 7, shows the architecture design of the two
suggested subsystems that communicate with the 1A
who control and manage the message flow for all the
messages coming from or going to any subsystem.

From Figure 7, we can clearly see that each
subsystem has its own specific nodes which differ
from other subsystem; hence the security subsystem
has many types of nodes such as motion, smoke, door
lock, window break, or CCTV, while the lighting
subsystem has different kinds of nodes like
illuminance sensors, lighting bulbs, and LED. All
these nodes are connected to a security subunit. The
subunit connects all security sensors, actuators, and
devices to a security subsystem agent using either wire
or wireless standard communication protocol. It is
important to mention that there are many tasks
assigned to each agent which also differ from one
agent to another. These tasks may include monitoring
and controlling all security nodes, buffering, reading
statuses to send them to the intelligent agent, running
predefined commands from 1A, doing some data
mining and context aware processing.

A similar task in the lighting subsystem agent
is implemented to deal with different kinds of lighting
nodes. The subsystem’s agents, as seen in Figure 7
take the block numbers 2 and 4. These agents are
located between the subsystem and the IA. The agents
here try to read the nodes’ status from the subsystem’s
subunit by pulling an operation process and saving the
data in its local memory. After that it analyzes the data
to get information then sends the information that was
extracted from the redundant data to the IA. In some
cases, the redundant data with its information that the
agent extract will be sent directly to the storage agent
block number 6- to be saved in the cloud block
number 7 as backup data for the system and further
analyzing. When any change happens in any node’s
status, it should be sent directly via the agent to the
brain of the entire system, the IA to take certain
action. At the same time, the agent who issues the
notification message to the IA should continuously
read and implement the incoming new command via
the pulling process for its local memory. It is
important to mention that the agent plays an important
role between two different communication protocol.
Since the communication protocols between the agent
and the subsystem may differ from the communication
protocol that has been used to connect the agent with
the 1A, the agent here takes care of the context aware
message protocol. This point assures the compatibility
and open architecture design between different
communication systems; as a result, this point makes
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the system’s extendibility much easy to perform. The
IA here plays the most important role between the
butler ’s components. It is basically the brain of the
designed system. This brain has a lot of work to do
like connecting all the subsystems agents and the
storage agent with the cloud to the central unit. It must
be reactive, autonomous to take the control over the
other subsystem through self-learning, flexible, and
adaptable to user behaviors. The storage agent here
proposes a firewall agent. It can be supported with
firewall capabilities as a security supported agency or
isolation gateway to perform a specific task like
isolate the inner environment (home environment)
form outer environment (cloud system).

3.2.2 Comparison between Mode of Operation
(Manual Mode and Automatic Mode)

The manual mode here means the direct
interface between the user and the node itself or what
we do every day in our daily life, in another words,
using the regular nodes and electrical outlet that we
are using every day that have nothing to do with the
smart environment like a tungsten lamp plugged to
simple electrical outlet or any appliances like regular
HVAC system. The Automatic mode represents the
mode where the butler is being used in the same
environment to do some jobs which have been
delegated to the butler by the stakeholder. Doing the
job in an efficient way demands using some type of
artificialintelligence. To reach this level of
intelligence, this mode has two previous steps that
must be implemented before reaching the current
level. Section 3.2.3 discusses these steps in detail.

agent
controls all security
nodes, buffering, reading

3.2.3 System Development Phases for Automatic
Mode of Operation

The automatic mode needs a much more
complex system than the simple system in the manual
mode. This system is divided into software and
hardware components. The hardware component
includes the agent for each subsystem, the storage
agent, the 1A, and the cloud based system. The
software component of this system should support
both standard wire and wireless communication
protocols, the necessary preconfigured software
programs for each agent, in addition tothe operating
system for the intelligent system.

The automatic mode of operation, as shown
in Figure 8, has three phases: Initialization Phase,
Learning Phase, and Action Phase, as discussed in the
following points.

1) Initialization Phase

This phase includes all the initialization
parameters for the nodes and the related subsystem
agent software programs for each agent, in addition to
the intelligent agent itself. The initial parameters and
software programs are necessary when any part of the
system needs to berestarted or rebooted. Many of the
parameters and rules that are presented as initial rules
for operation from the starting point are actually
present the default rules that any system begins with.
Adding to that, several standard flowcharts are
discussed in detail in the system architecture section
(Section 3.3). These flowcharts are the preliminary
procedures that the intelligence is going to use when
certain events occur at any time, such as alarm
detection, rainy weather and so on. All these
configurations are necessary to begin with the next
step orwhat we called the learning phase.

Fig. 7: The communication and information flow between the IA, two subsystems and cloud
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2) Learning Phase

This represent the second phase of the
automatic mode of operation. It consists of four
essential steps that begin with collecting the status for
each physical node from all the subsystem agents in
the 1A local memory. The next step is to analyze and
aggregate the information that comes from the agents
using some feature extraction, context processing and
context management. The decision step presents the
use of decision theory that be used to generate the
hypothesis for current inputs. The hypothesis here
represents the target function that the IA want to
model for the input information. If this hypothesis is
new for the 1A, then the IA should wait for the user to
take an action. After this step, the IA can build or

generate a new rule to use it in the future for the same
hypothesis. If the current hypothesis is similar to a
hypothesis that exists in the local memory, then the 1A
should act depends on the user demands.

This phase is a very important because it tries
to build a new rule that consists of several input
variables coming from node statuses and the output,
which mean the stakeholder’s action according to that
input. The strategy to build new rules comes from
tracking the user behaviors against different nodes
statuses in the surrounding environment and to
implement these rules in the last phase of automatic
mode. The new rule is used along with the initial rules
to take control of the system on behalf of the user on
the next phase.

Predefined variables
Predefined Rules
Agents Software

Phiysical Sensors =

Feature Extraction
Context Processing }
Context Management __—

Hypothesis Gensration T
Decision Theory

Phiysical Actuators

Manual Changes

Initializations Initialization
Phase
"
S—
Collect
| Learning
Phase
—
I
Act
Il Action
Phase

Adapt to new :hangs_s_ - l_'" Adapt L

Fig. 8: The development phases for the automatic mode during the active mode of operation

3) Action Phase

In this phase, the IA tries to take the right
action using the applicable rule for the current state or
node status. This action is represented by the Act
block in Figure 8. The last block is labeled in Adapt
which means that the IA should have the capability to
update the learned rules from the previous phase due
to an unexpected change that has been done by the
stakeholder manually. In another words, the
adaptation here means the changing or editing process
for the produced rules in the previous phase that the
IA should follow. These changes are actually due to
the changes in user behavior (the output variable for
the target function) for the same input node statuses
(the target function’s inputs variables). It’s important
to mention that this adaptation happens after the 1A
detects the same user action three times concurrently.

In other words, if the change in stakeholder behavior
happens just one time, this change is considered in the
related rule. This phase is very necessary to
implement, since the human in his nature and for some
reason may change his mind for a short period of time
like housing a guest or responding to changes in
weather. Continuously, the 1A will follow these
changes and try to edit the needed rules to satisfy the
stakeholder needs and to perform the delegated goals
that have been given to the Butler. The current phase
is very necessary to implement, since the human in his
nature and for some reason may change his mind for a
short period of time like housing a guest, changes in
weather, etc. Continuously, the 1A will follow these
changes and try to edit the needed rules to satisfy the
stakeholder needs and to perform the delegated goals
that given to the Butler.
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3.2.4 The Configurations in the Automatic Mode of
Operation

From our daily life, everybody know that the
human life naturally and continuously is changing
from time to time, but after a precise look at these
changes from a different angle, it would be clear that
there are huge similarities in these changes which
happen on a timely basis. Therefore, we present our
system to work in a different mode. Each mode has its
own configuration during the design phase. So, our
intelligent system provided with a configuration for
active mode and standby mode. Each mode will
contain different preinstalled rules, which seems to be
logical for what the people need in their daily life.

3.2.4.1 The Configurations for Active Mode:
a. Security and Monitoring Subsystem:

Bezin

The configuration for this subsystem consists
of five important algorithms listed as flowcharts to
make them easy to follow. Figure 9 shows how the
agent reacts when monitoring any changes could
happen for security nodes, while Figure 10 shows how
the agent listen to the IA in case of any new command
has been ordered by the IA to be implemented in the
security subsystem.

Figures 11, 12, and 13 show concurrently the
algorithms for monitoring an opened access door for
more than the predefined 15 minutes, the security
subsystem response to 1A reply related to the opened
doors, and the steps that need to be implemented after
the 1A responds to alarm activation and new user
detection at home. The complete steps for each
algorithm are clearly discussed in Appendix A.
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Fig. 9: This thread is done by Security Agent to monitor and notify any change in Security Sensor Status to the
Intelligent Agent
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b. Lighting Subsystem

Usually, the time of day and the weather in
this subsystem play an important role but after deep
consideration of the working scenario, we decided to
depend on the illuminance level in home due to better
performance and efficient use of energy consumption.
In other words, there are several algorithms that
contain several predefined rules, as summarized in
Figure 14, and 15.

c. Appliances Subsystem

The appliance subsystem agent has two main
algorithms. The first one is about monitoring any
appliances then notifying the IA with the new status
for further actions, while the second algorithm discuss
on how the subsystem agent will react upon receiving
an order from the IA related to the last status or in
different situations like changing the state of any node
or reading the current status. In some cases, like
turning the HVAC on, the agent here should check to
see if the command has a user preferred value or not
and then finally send the new status of the node back
to 1A,

Begin

Isthere any
new Mmesssge inqueus

came fram 1A 7

Mo

Yes
Read new
command
TurnOn ihe Shutoff
Security  [TEeESE . Seourity
Node command is Node
lUpdate Nodes Resd Status Updzte Nodes
StatusIm =zent St=tus|n 2z2nt
memary memary
[Nude Mo. , Mode Read Security [N:J::IE Mao. , Node
Status, Time) Mode Status from Status, Time)
Agent Buffer
Send to lA

Node Mo.: Number

Status: Mew status
Time: curranttime

Fig. 10: This thread is done by Security Agent to execute any new command that recently comes from 1A

d. Weather Micro Station Subsystem
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The algorithms here are preconfigured to do
much of the monitoring process for the aggregated
data that the system preserved from the micro station.
Monitoring all nodes continuously and notifying the
storage agent of all nodes’ status every 10 minute,
then the later should send the information to the cloud
as a backup data. In addition, the agent monitors the
chance of rainy day or a nominal weather conditions
to notify the IA, so the stakeholder will be aware of
such status and ensure his or her personal safety.
Further details are added in Appendix A.

e. Watering and Irrigation Subsystem

Beimin
Yas

Is the change
happenad for Entry Door
Sansorof Back Door
Sansor

Yas

from agent memary

The irrigation system plays an important role
in this subsystem. The watering schedule for the
landscape will work depending on the feedback signal
generated by the distributed moisture sensors planned
in the landscape and the probability of a rainy day
during the next day time period. Any changes in the
subsystem will be sent as a notification message to the
1A for further analysis.

f.  Multimedia Subsystem

The preconfigured rules for this subsystem
are limited to monitoring any changes for any node,
applying any command that comes from the IA,
finally notifying the IA about a change in any nodes
status.

Is
current status is
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i
Count < 15
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End

Fig. 11: This thread is done by Security Agent to monitor and notify the A that the door is still unlocked for
more than 15 min
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Begin

Is Status OK

the received
message is

Lock all access doors

The security agent will do the

following steps:

1- Lock all access doors

2-Turn off the panic button

End

Fig. 12: This thread work after receiving a reply message from IA related to opened doors

Begin
Emergency Status™ |5 new Save User ID
message
Activate panic Stop Recording
button Video
Assign random
Lock all the doors number for that
and windows user
Save User ID and
related Pic in
database
End

Fig. 13: Security response to alarm message from 1A to activate emergency state or to add new user to the
system

g. Healthcare Subsystem

Notifying the IA for all nodes status every
predefined period of time is the first step for the
monitoring algorithm. The second task for this
subsystem is notifying the 1A in case the agent detects
any a nominal condition for the stakeholder. In that
case, the IA should receive an attention message
indicating that the stakeholder needs attention due to a
nominal health condition detected by certain node so
he can take further actions as discussed in details in
Appendix B.

3.2.4.2 The Configurations for Standby Mode: This
mode will be activated via the stakeholder when he

h. Grid-Tie Solar Energy

The needed configuration for this subsystem
agent is centralized upon monitoring the overall status
of energy nodes like current power source, average
power consumption, charging status and battery status.
The monitored nodes status should be sent to the 1A
and storage agent for further action. In addition to
scheduled monitoring, the agent sends a notification
upon a specific condition or a nominal state to be
analyzed in the 1A. The detailed algorithm is discussed
in Appendix B.

leaves the house for a vacation or long trip. The 1A in
this case should be the direct manager for every
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electronic device in the home. Therefore, the
important steps must be done by the IA when this
mode be activated. The flowchart 16 clarifies all the
steps that need to be taken in the standby mode. Figure

16- (A) shows the flowchart to enter the standby mode
and the delegated steps for IA to do, while Figure 16-
(B) shows the 1A monitoring flowchart to monitor any
update due to any node status change.

Read the current status for all
the lighting nodes from subunit

Compare the current statuswith
the lzst recorded statusfor 2l
node in ag2nt memaory

Current Statusisdifferant
from previousone?

No

Yes

Retrieve User ID viz wristband

Mo User cant be detected Ves

for some reason

Send to 1A

User |D : User No.
MNode No.: Number
Status: Mew status
Time: current time

The light 2gent will:
Assign MO, 995 for user
10 no.

Send to 1A

User D :999
[Undefined)

Node Mo.: Mumber
Status: New status
Time: current time

Update ModesStatus In agent
memary

[Mpde Mo, , Mode Status, Time)

End

Fig. 14: This Process is done by Lighting Agent during learning and after learning phase to Monitor any change
in status and Report the new Status to 1A

From Figure 16, as soon as the A receives a
command message to command the butler to enter the
standby mode, the 1A reads the initial values for the
standby mode from its local memory to send it to
every subsystem via its agents. After that, the 1A
keeps looking for any changes that could have
happened in any node or subsystem as mentioned in
Figure 17, to notify the stakeholder about it. For
instance, if the IA receives a status message from the
security agent that reports some abnormal action in
some security nodes for example, one of the windows
is broken, or the smoke detector was activated, are
considered critical cases here. If the IA finds the

current case is critical, then the 1A instantly should do
several steps like send a notification message to the
owner, turn all lights ON, record a film using CCTV,
activate the panic button, then call 911. The IA in
other cases which are not considered as a critical, like
the access door is found to be unlocked, then the IA
must wait for a period of time to sense if there is a
person inside home. If the 1A cannot sense any motion
inside the home, then it initiates a new command
message to the security agent to lock the door.
Otherwise, the command message will be to notify the
owner, turn all the lights ON, and record a film by
CCTV.
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Fig. 15: The Lighting Control Thread

3.3 System Architecture

This section discusses the proposed Butler
architecture, which is represented by a distributed
network that has different types of components to
construct the designed system. Each similar type
ofcomponents to construct the designed system. Each
similar type of node use has been classified within an
independent subsystem and the way each subsystem is
connected to the A in the center throughits own agent
as well as the way the system is connected to the
storage agent and the cloud based system for future
data analysis and management. Figure 18 represents
the Butler Architecture.The architecture shows that
each subsystem has its own agent. The agent here has
many embedded threads that do different tasks
simultaneously, like a security thread for the alarm
message response, or security thread for monitoring;
Therefore, different functionalities of preprogrammed
threads need to be embedded inside the agents to
represent the initial procedures during the automatic
mode of the life cycle operation .These initial
procedures that we already discussed in Section 3.2.3,
have preprogrammed rules and a data set that each

agent should follow during its work. As shown if
Figure8, these threads work from the first phase of
operation because they have the rules that the system
must use as initial rules.

The following paragraphs discuss an example
that explains how the interactions are done between
more than one agent and the IA agent based on
necessary preprogrammed threads. The example gives
a scenario about when the motion sensor in the
security subsystem detects a person moving in the
bedroom in early morning. Therefore, each subsystem
has different types of missions to do as part of our
eco-system. In another words, many tasks have been
distributed to different agents to construct a distributed
embedded system. This infrastructure proposes a
novel design for intelligent home design called the
Butler, which tries to facilitate human life in our
modern world through monitoring and autonomous
control of the connected nodes in the entire
environment.

In Figure 9, the security agent, as we can see,
begins with an infinite closed loop. The primary
function of this loop is to check all the time if there is
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any detection of a new status that differs from the last
status which recorded in the agent’s local memory.
The second step depends on the type of sensors,
because some sensors like entry door, motion, and
glass break sensors need further actions to be taken by
the agent. This action is to know who causes the
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command from
Stakeholder to enter in
Standby
Mode?

Yes

No

|1- Shutoff each of - all the
lappliances except the refrigerator.
ithe subunit of Health and Fitness
IMonitoring Subsystem. the
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|Subsystem, the subunit of
IMuttimedia Subsystem.

|2- Read the configured values for
‘;custom nodes that should work in
|standby mode.

|3- Send to each agent, the right
configured values for all nodes in
leach subsystem.

A |

Fig. 16: Standby Activation and
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event’s changes. If the agent detects a defined user ID
by using a wristband or face recognition technique,
then the agent will send the user ID’s and the sensor
ID with the new status to the IA. If the agent cannot
define the user, then it will send the same information
to the IA but with user ID’s number equal to 999.
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Sending the status with the user number 999
means that the current user is undefined to the system.

The last step in the flowchart is updating the current
status for that sensor in the local memory and turning

WWW.ijera.com 8lPage



Basman M. Hasan Alhafidh.et al. Int. Journal of Engineering Research and Application

Www.ijera.com

ISSN : 2248-9622, Vol. 6, Issue 8, ( Part -1) August 2016, pp.64-90

back to check for further changes in any security
nodes’ statuses. It is important to mention here that
this thread is embedded in the security agent itself,
which means that the 1A does not need to keep it busy
all the time. Trying to track any change could happen
for a large number of security nodes in the designed
system. Moreover, there are a lot of if statements and
functions need to be split from the main program in
the central agent to create a weight balancing and to
have some type of robustness.

The flowchart in Figure 17, represents one of
many threads that are embedded in the 1A which has a
particular job to do. This IA’s thread works to handle
a new report message from the security agent related
to a change event in one of the motion sensors in the
security subsystem. The 1A continuously keeps track
of any new message that comes to the local status
buffer, then checks the node number of that sensor. It
determines whether the related number refers to
motion sensor or not. If not, then the process goes
back to check the buffer again. If the node number
refers to motion node, then the next step is to check
the node status. If the status means that there is no
motion in that area anymore then the butler should
initiate an order to turn the light and HVAC off in the
area where is no motion is detected anymore. On the
other hand, if the status indicates a movement in the
area, then the 1A must check if that user is defined to
the system or not. If the user is well known, then the
IA initiates an order for the lighting agent to make the
illuminance of the preferred level for that user. In
addition, it initiates another message order to turn the
HVAC on the preferred temperature for the current
user. In case the IA cannot identify the user for some
reasons, the A initiates the same order message but
with initialized level values for each lighting and
HVAC temperature level.

So, Figure 15 in Section 3.2.4.1 explains the
process that must be done by the lighting agent to
implement the new command that comes from IA;
then it reports the new status to the IA. So, when the
lighting agent receives an order to turn the light ON
for some node, the agent measures the illuminance
level in that spot. If the level is under the user
preference level, then the voltage for the lighting is
increased by a manually predefined 10 Volts. In other
words, the agent does a closed control loop to modify
the voltage supply until it preserves a +/-0.05 from the
preferred illuminance level for the user in the area.
When there is no motion any more, the lighting agent
should receive” shut off the light” from the IA. In this
case, the lighting agent should wait for a manually
predefined time period of 120 secs and make sure that
the last command is still the same to shut off that light

or do something else, like keep the light ON or read
the status. The significant benefit for setting the
manually predefined time period 120 sec delay is to
prevent the instability of turning the light ON and OFF
during a short period of time, which means preventing
the lighting from over reacting.

Table 1 shows the indirect interaction
between each subsystem agent and other components
through the central IA. The green arrow means that
this agent is affected by the other information that
comes from other components; for instance, the
lighting agent will turn ON some light due to the
security notification about the motion by a user in the
home. The blue arrow means that this subsystem has
the effect on another component due to event change
in one of its nodes. For instance, the stove is turned
ON while the system is configured to work on standby
mode, then the security subsystem should take further
actions to prevent any damage that may occur inside
the house.

Some components like the weather agent, are
not affected by any event change which may occur in
each of the security, lighting, and appliance
subsystems. On the other hand, we can find that some
changes in the weather subsystem affect the work of
many subsystems in one time. For instance, if there is
a strong weather condition like a hurricane or a big
chance of lightning, then the security subsystem
should close the opened doors and windows. In
addition, the lighting subsystem should turn off the
unnecessary lights and appliances trying to make the
home a much safer place during an abnormal weather
conditions.

3.4 System Simulation

Since every subsystem has a large number of nodes,
this system has several hundred nodes. These nodes
can be representing a sensor or actuator or any
electrical device in the home environment. Therefore,
Net Logo, which is one of the famous simulation
programs is used to simulate such a large number of
nodes. It is well known to researchers who work in a
multi-agent programmable modeling environment. Net
Logo also powers Hub Net participatory simulations
and has a lot of extensions. This extension facility
allows the simulation program the ability to be
extended from Java, Scala, and other JVM languages.
Examples of these extensions are Applet extension,
Arduino extension, URL extension, Fuzzy Logic
extension, SQL extension, and many more. Net Logo
was authored by Prof. Uri Wilensky and developed at
North western’s Center for Connected Learning and
Computer-Based Modeling (CCL), which devoted to
the innovative use of technology to deepen learning.
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Fig. 18: The Intelligent Home System Design (Project BUTLER)

Table 1: The indirect interaction between each agent and other system components
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V. RESULTS
4.1 Home’s Environment Representation via Net
Logo

After assigning all the requirements and
necessary design for all the needed components of the
proposed system, the NetLogo 5.2.0 simulation
program was used to simulate the home environment
and necessary hardware components. Figure 19 shows
a map as an example of a simple home plan. The
home consists of one bedroom, bathroom, living

room, kitchen, and a garage. In addition to the home
map, we can see many components marked with
numbers 1 to 11. These components are used to
manually control and monitor the status for different
node types labeled 6, 7, and 8 as shown in the figure.
In addition, the two power plots labeled with numbers
9 and 10, show the instant and average power
consumption of the home nodes, and some of the real
time status is labeled 11, which is related to lighting
subsystem nodes status.
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The setup button, which is labeled with
number 1, is used to set up the nodes in the home
environment to the initial state, while the run button
labeled with number 2, is to execute the software
program infinitely. The standby mode button, labeled
with number 3, is to choose between two types of
configurations, the active mode configuration and the
standby mode configuration. Because of the different
procedures between each mode, we can choose the
first mode when the user at home, otherwise, we
choose the standby mode when the user is out of the
home. By the manual mode button, we can select
between the manual mode of operation and the
automatic mode of operation.

The manual mode here represents what we
have in our home and how we control the nodes in our
daily life. In another words, this mode neither has any
agents for each subsystem nor an Intelligent Agent, as
what we have in the auto mode. Therefore, the control
process for any node must be done by the user
himself/herself through a direct interface.

The automatic mode represents the automatic
mode of system operation, which include the using of
an agent for each subsystem, the central Intelligent
Agent as the brain of the automated system and the
cloud as a backup for the entire system. As discussed
in Section 3.2.3, this mode consists of Initialization
Phase, Learning Phase, and Adaptation Phase.
Therefore, the butler here should take control of the
nodes during the operation in this mode. However, it
is important to mention here that if the user tries to
change the status for any nodes in the environment for
some reason, the butler should give the user the higher
privilege to execute what the user needs. At the same
time, the butler tracks the user behavior, so if the
butler sees that the same action happens several times
upon the same input states or sensor values, then the
butler should be adaptable by building or editing the
current rule for that status in the database that exists
inside the IA. Section 4.2, discusses in more detail

of mosture

Fig. 19: The Designed Home Plan using NetLogo
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what the butler does during a certain time of a
weekday when choosing the automatic mode of
operation.

The manual control for any node during both
manual or auto modes are done via the buttons labeled
5,6, 7, and 8 in Figure 19. Some of the nodes’ statuses
are Boolean values, which mean the nodes are either
on ’ON’ state or on ’OFF’ state, like TV, voice mail
device, coffee maker, smoke detector sensor, or
windows break sensor. The other types of nodes hold
analog values such as dimmer switches for the lighting
in each of bedroom, bathroom, kitchen, and so on.
Each node is displayed in the home plan with red
color to indicate the OFF status, while the green color
indicates the ON status.

The landscape has the sprinkler-motor button
labeled number 6.This button turns the sprinkler motor
ON in four areas around the home. Each area has two
sprinklers in addition to one soil moisture sensor. The
soil moisture sensors are only used in the auto mode.
This means the sprinklers in the manual mode work
based on a fixed timing schedule such as the standard
watering system that we can find in our home.

4.2 Morning Scenario

To show how the user will use the home
facilities, let’s explain the morning scenario, which the
user probably will do every weekday. The proposed
scenario of the morning begins at 6AM. In this time,
we can see that the color inside the home is black
which indicates that the sun is about to rise. As the
alarm goes on, the person wakes up and tries to
physically interface with the surrounding devices or
nodes, so the first interface will be to turn on the
bedroom lights. After that the person may spend 10 to
15 minutes in the bathroom also turning the lights on
and taking a shower. Then he leaves the bathroom,
and goes toward the kitchen at 6:15AM to get his
fresh breakfast. On his way, the person would like to
turn on the TV to listen to the latest news while taking
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his breakfast. In the kitchen, the user also would turn
the light on and try to make fresh coffee and some
light meals using the range or oven as shown in
Figure20. After finishing the breakfast at 6:45, the

GO S st

Dealing with this simple scenario makes the
power resource calculation clear and easy to
understand because the same steps are used to explain
how the automatic mode works to predict the user
behavior and try to work on behalf the user to execute
the delegated tasks.

The following paragraph discusses how the
calculation has been done for both water resources and
the electrical power resources.

4.3 Energy Monitoring for Electrical Consumption
and Water Usage

This section describes how we calculate the
electrical power consumption and water resource
usage as well. Table 2 shows: the number for each
node that are used in different scenarios, in addition to
node’s name, related subsystem, status values,

o mostuae

Fig. 21: Morning Time Scenario at 7AM

user goes back to his bedroom again to change his
clothes. Finally, he leaves the house for work at 7AM
as shown in Figure 21.
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command will be calculated using a software program
function to check every working device in the home
continuously. At the same time, the function shows
the watt consumption every one minute as mentioned
in Equation 1. For instance, the TV consumes 60
watts, while the range, 2600 watts. The lighting
switches are designed to worked on five different
levels. Each level consumes 20 watts so the full range
of any lighting switch is 100 watts. By comparing
label 9 in Figure 19 and Figure 20, it shows that there
is about a4400 Watt difference in reading at a certain
time due to using some lighting, multimedia, and
appliances nodes in the current time. This reading will
change according to user needs, so it will differ from
time to time. This usage is also depending on the
weather or season, since some devices are affected by
weather directly like the HVAC system.
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Table 2: The classification and related information for each node in the proposed system

Node
No.

Subsystem
Type

Bedroom Motion Monitoring &
Detection Sensor Security
Bathroom Motion ~ Monitoring &
Detection Sensor Security
Living R
|V|n.g 20 ) Monitoring &
Motion Detection 5
Security
Sensor
Kitchen Motion Monitoring &
Detection Sensor Security
n Bedroom Lighting  Lighting
Bath-Room
iehti
m Lighting SERE
Living Room i
Light
ﬂ Lighting BAting
n Kitchen Lighting Lighting
m Range Appliances
Coffee Maker Appliances
Watering Pump Watering &
Motor Irrigation
v Multimedia
ﬂ Voice Mail Multimedia

The energy E in kilowatt-hours (kWh) per
day is equal to the power P in watts (W) times number
of usage hours per day t divided by 1000 watts per
kilowatt:

E(kWh/day) = P(W)*t(h/day)/1000(W/KW)............. Q)

To calculate the energy consumption for
nodes that the user may use every day, we can use
Equation 1. Therefore, as we are working in the
manual mode, we calculate the average power
consumption for daily usage during the morning
scenario period only from 6AM to 7AM. We find the
electrical power consumption to be about 0.630 kWh
in the weekday. So, the electrical power consumption
for one month based on this scenario only will be 18.9
kW and for one year is about 226.8 kWh for a
morning scenario only.

To calculate water consumption of four landscape’s
zones, we assume that a water pump motor scheduled
to run for 30 minutes per cycle, 3 days a week as
follows:

No. of Gallons/Cycle =
*(time for each zone).........

(No. of Gallons/Min/zone)
)

So, by applying equation 2, we have 360
Gallon/cycle = (12 gallons a minute per zone) * (30
Minute/zone). For four zones, the water consumption
is 1440 Gallon/Cycle which produces 5760 gallons per
week. Therefore, the monthly water consumption is
23040 Gallon a Month, which represents a large
number that reflects a large utility’s bill each month.

Status Values  Order (Input: i
(Output: User/IA-to- Com::;rtion
Agent-to-1A) Agent) in Watt
T/F Read Status 3
T/F Read Status 3
T/F Read Status 3
T/F Read Status 3
Set on x%/ Shut
% Val
e off/ Read Status e
Set on x%/ Shut
% Val
ae off/ Read Status i
Set on x%/ Shut
% Val
aue off/ Read Status 0
Set on x%/ Shut
% Val
Al off/ Read Status e
% Value Turn on/ shut
off/ Read Status 2600
T/F Turn on/ shut
off/ Read Status 0
T/F Turn on/ shut
off/ Read Status 24
Turn on/ shut
T/F
/ off/ Read Status gl
T/ Turn on/ shut 2

off/ Read Status

4.4 Standby Mode Scenario

In this section, we discuss how the butler is
going to react due to any nominal conditions that may
happen in any time when the user is a way from home
and the standby mode activated. Figure 22, shows how
the Butler must act according to change in status for
some security nodes like access door, window break,
and smoke detector sensors. Hence, the current mode
is on Standby Mode. If the carbon sensor detects
smoke inside the home, then the IA instantly should
do several steps. These steps include sending a
notification message to the owner, turning all lights
ON, recording a film using CCTV. activating the
alarm, then calling 911 as labeled in red.

4.5 Network Analysis

Many network become simpler to understand
and more treatable if they represented as a graph.
Figure 23 shows the designed network visualization of
our proposed system that consists of eight subsystems.
The bigger node in the network indicates a high
degree among other nodes’ degrees. This means, that
this node has a larger number of connections among
other nodes. The connections in related figure have
been represented in graph based on the information
presented in Table 1. The graph shows that each of
Security and Monitoring, Power Grid, and Weather
Subsystems are the components that have a largest
number of connections. In other words, they have a
big degree of centrality in a home network. Some
properties of our proposed network are:
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a.  Number of Nodes (order) = 8
b. Number of Edges (size) = 23

Further studies, can be done through
representing each node in this graph by a clusters.
Each cluster has its particular sensors, actuators, and
devices. So, in this way of representation, the graph
will give more specific detail that related to each
sensor in the entire network and real values of the
degree of centrality and clustering coefficient in the
network.

V. WORKPLAN AND IMPLICATIONS
From the sections above, we have already
discussed the difference between the manual mode
and automatic mode with the active and standby
related configurations. The active mode presents the
morning scenario for a person who wakes up and

Vidp & Second: 88

prepares to leave for work for one hour. However,
there will be a different scenario when the same
person comes back from work. So, a new scenario
must be developed to show different kinds of nodes
used for different stakeholder needs.

The results of how the user is going to
interface and deal with many nodes in the manual
mode was already discussed. The next step is to apply
some machine learning technique inside the IA to
predict the user behavior for different scenarios,
including the morning scenario, then apply this
prediction to see the total effect on the resource power
consumption and user’s daily behavior. As a result, we
can compare the electrical power and water resource
consumption. In addition, we will try to validate all
the Butler’s decisions and its work to track and
anticipate the user’s actions during more than one
scenario.
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Fig. 23: Network Visualization
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Extending the Butler capabilities to deal
with more than one user (Multi User Interface) is
the final goal in our work. Trying to deal with more
than one user is helps us to simulate an intelligent
system that has the ability to work with many
different stakeholders inside one environment. The
latter case reflects what people are doing in their

daily lives, so the Butler should be more realistic
for the real world applications.

VI. APPENDICES
A Subsystem Configuration Algorithms
This appendix will discuss in detail the necessary
configuration algorithms for each subsystem as
follows:

1. The necessary steps for security and monitoring subsystem algorithms as an initial configuration for the

security agent.

I- Monitoring all nodes continuously

1- Agent — Read (current status of all nodes)
2- Agent — Compare (current status, last status)
If there is (No change in any sensor node) then
Agent — go to step |
Else If any change found in (Entry door, Motion or Glass Break
Sensors)
Agent- Retrieve (User ID)
If (Agent cannot detect the current user ID) then
the agent should do the following
- Record video
- Assign 999 for user ID
- Send new node status with 999 as user ID to IA
- Gotostep 3
Else - Send new status, the retrieved user ID, and
current time to IA
-Gotostep 3
Else If any change found in (smoke detector, carbon monoxide
or wireless water sensor)
Agent - Send new status to IA
3- Agent —Update node status in local memory
4- Return back to step one

III- Monitoring the opened access doors for more than 15 min

1- Agent — Read current status for nodes
If (the change in status related to Access Doors) then
If (current node status is ON (opened) then
For (15 min, agent check to see)
If (current status is ON (opened) and motion sensor

still “OFF”) then

Agent - Send predefined alarm message contain
the node number to IA.

Agent - Turn ON the panic button

1-  Agent - Return back to step no. 1.

IV- Security subsystem response to IA reply related to the open
doors

1-Agent- Check if (Received message is” Lock all access doors”)
then

Agent - lock all access doors

Agent - Turn OFF the panic button
2-Agent - Return back to step no. 1.

II- Implement any new command that recently comes from IA.

1-Agent - Read the incoming command from queue
If (the command is Turn ON node z) then
Agent — Turn ON node z
Agent — Update node status in local memory
If (the command is Shutoff node z) then
Agent — Shutoff node z
Agent — Update node status in local memory
If (the command is Read Status of node z) then
Agent — Retrieve current status of node z
2- Agent - Send current status to IA
3- Back to step 1

V- Security subsystem response to IA reply for alarm activation
and new user

1- Agent- Check if (Received message is” Emergency
Status™) then

Agent - Turn ON the panic button

Agent - lock all access doors

if (Received message is” Save User ID”) then

Agent — Stop recording video

Agent — Assign a number for that user

Agent — Save face pic for new user in database
2- Agent - Return back to step no. 1.

2. The necessary steps for Grid-Tie Solar Energy algorithms as an initial configuration

I- Notify the Storage Agent of all nodes status every
predefined 10 min interval.

1- Agent - Read (Current power source (National or
Backup), Po. Cons. Rate, charging
status, Battery status)

2- Agent -Update node status in local memory

3- Agent -Send node status to the A and Storage Agent

4- Wait for 10 min delay

5- Refurn back to step one

IT - Notify the IA in case of:
Reaching max. limit of power supply Or Supply Changing
between the use of national power source and hackup
source Or Detection of a nominal condition.
1 Agent—Read nodes status
2- Compare new and last status
if (detect any current status similar to the cases
mention above)
3- Agent- Send message to the IA.
4-  Agent-Update node status in local memory
5 Refurn back to step one
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3. The necessary steps for Lighting Subsystem algorithms as an initial configuration.

3- Agent

I - Monitoring all nodes continuously

1- Agent — Read (current status of all nodes)
2- Agent — Compare (current status, last status)

If (there is no change found in any sensor node)
- Agent- go to step 4
Else
- Agent- Retrieve (User ID) in that spot
If (Agent cannot detect the current user ID) then
Agent - Assign 999 for user ID
Agent — (Send new node status,999 as user
ID and current time to IA)
Else Agent — (Send predefined user ID, new
status, and current time to IA)
—Update node status in local memory

4- Back to step one

II- Impl t any new d that recently comes from
IA.

1- Agent - Read the incoming command from messages queue
2- If (the command is Turn ON node z) then
if (the command doesn’t have Illuminance value) then
Turn ON node z on initial level
3- Else Agent- Read preferred illuminance level from
command
If (Current illuminance level is less than 5%
of preferred value) then
Agent- Increase the light level to higher level
Else If (Current illuminance level is more than
5% of preferred value) then
Agent- Decrease the light level to higher level
Else If (Current illuminance level is about +-5%
of preferred value) then
Agent- Go to step 4
Else If (the command is Shutoff node z) then
Agent — Wait for 3 Min
If (the new command doesn’t change)
Agent — Shutoff node z
Go to step 5
Else If (the command is Read Status of node z)
then
Agent — Retrieve current status of node z
Agent — go to step 5
4- Agent — Update node status in local memory
5- Agent - Send current status to IA
6- Agent- Return back to step 1

4. The necessary steps for Appliances Subsystem algorithms as an initial configuration;

I - Monitoring all nodes continuously

1- Agent — Read (current status of all nodes)
2- Agent — Compare (current status, last status)
If there is (No change in any sensor node) then
Agent —go to step 1
Else If (the change related to HVAC Temp sensor)

Agent- Retrieve (User ID)
If (Agent cannot detect the current user ID) then
the agent should do the following
- Assign 999 for user ID
- Send new node status with 999 as user ID and
current time to IA
-Gotostep 3
Else - Send new status, the retrieved user ID, and
current time to IA
- Go to step 3

Else Agent - Send new node status and time to IA
3- Agent —Update node status in local memory
4- Return back to step one

II- Impl t any new d that recently comes from IA.

1-  Agent - Read the incoming command from queue
If (the command is Turn ON node z) then
If (the current command does not have HVAC node no.)
then
Agent — Turn ON node z
Agent — Update node status in local memory
Else if (command contain a preferred temp. value)
Agent - Read Preferred Temp.
Agent — Turn ON HVAC on preferred Temp.
Agent — Update node status in local memory
If (the command is Shutoff node z) then
Agent — Shutoff node z
Agent — Update node status in local memory
If (the command is Read Status of node z) then
Agent — Retrieve current status of node z
2-  Agent - Send current status to IA
3- Backtostep 1l

5. The necessary steps for Weather Micro Station Subsystem algorithms as an initial configuration

I-

ing all nodes

1- Agent — Read (current status of all nodes)
2- Agent — Compare (current status, last recorded status)
If (there is a change in any node)
Agent —Update node status in local memory
3- Agent —Send node status to IA
4- Return back to step one

II - Notify the Storage Agent of all nodes status every 10 min.

1- Agent — Read (current status of all nodes)

2- Agent —Update node status in local memory
3- Agent —Send node status to the Storage Agent
4- Wait for 10 min delay

5-Return back to step one.

III-

Monitoring rainy or a nominal weather conditions

1- Agent — Read (current status of all nodes)

2- Agent — if (probability of rain > 50% or there is a nominal
condition)
Agent —Update node status in local memory

3- Agent —Send node status to IA

4- Return back to step one

6. The necessary steps for Watering and Irrigation Subsystem algorithms as an initial configuration

Monitoring nodes and a nominal condition

Agent — Read (current status of all nodes)

1=
2- Agent — if (time is midnight and moisture level below 20% and No chance for rain during the next 24 hours)
Agent- Turn water pump ON until moisture level is above 80%

Agent —Update node status in local memory
3- Agent —Send node status to IA
4- Return back to step one
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7. The necessary steps for Multimedia Subsystem algorithms as an initial configuration

8. The necessary steps for Healthcare Subsystem algor
I-

[1].

2.

[3].

[4].

[5].

[6].

I- Monitoring all nodes continuously

1- Agent — Read (current status of all nodes)
2- Agent — if (time is midnight and moisture level below
20% and No chance for rain during the next
24 hours)
-- Turn water pump ON until moisture
level is above 80%
—Update node status in local memory
3- Agent —Send node status to IA
4- Return back to step one

II- Control some nodes

1- Agent — Read (current status of TV)

Bowo

- Agent —Update node status in local memory
- Agent —Send node status to IA
- Return back to step one

if ( TV is on OFF)
Agent — Shutdown (all the attached or
supplementary devices of TV)

if ( any node consume power above the average)
Agent- Send alarm message to IA
Agent- Stop supplying the device with
electrical power

ithms as an initial configuration

—

Notify the IA of all nodes status every predefined 10 min
interval.

- Agent — Read (body temp, average heartbeat, blood

pressure, and daily walking distance.)

II -Notify the IA of a nominal detection of user health condition.

)

Agent — Read (body temp, average heartbeat, blood pressure,
and daily walking distance.

NetCoM

Available:

Available:

2- Agent —Update node status in local memory if (any current status indicate a nominal health state)

3- Agent —Send node status to the Storage Agent 2-  Agent- Send health alarm message to the IA.

4- Wait for 10 min delay 3-  Agent —Update node status in local memory

5- Return back to step one 4-  Return back to step one
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